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Tak e  Your D e sk top 
Along W ith  You

h e  ability to tak e  your 
de sk top along w ith  you 
m ay be  m ostly a parlor 
trick , but occasionally can 

be  q uite  h andy. If h ow e ve r th is  
conve nie nce  ope ns your syste m  
up to snoops and h ack e rs, any 
advantage  w ill sw iftly be  
ove rsh adow e d. Th e re fore , w e  
w ill m ak e  use  of a com bination 
of a com m on but inse cure  VPN 
(Virtual Private  Ne tw ork ) 
solution along w ith  th e  port 
tunne ling capabilitie s  of ssh , th e  

se cure  s h e ll. Put sim ply, w e  w ill 
use  ssh  to com m unicate  via an 
e ncrypte d conne ction w h ich  is  
ve ry h ard to spy upon, and th e  
inform ation th at w e  pass ove r 
th is  conne ction is  th e  VPN 
providing our h om e  de sk top to 
w h e re ve r w e  h appe n to be . 
Since  m ost Linux installations 
w ill by de fault h ave  both  ssh  
and VPN capabilitie s, th is  
e xplanation w ill focus m ainly 
on using a W indow s clie nt to 
conne ct to your Linux de sk top.
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Th e  place  to start is  on your 
Linux m ach ine . Ssh  m ust be  
running and your ne tw ork  se tup 
m ust allow  for outside  acce ss  to 
port 22, w h ich  is  w h e re  th e  ssh  
dae m on liste ns for conne ctions. 
A q uick  ch e ck  at th e  com m and 
line  w ith  ps ax <e nte r>  sh ould 
sh ow  a ssh d proce ss  running. If 
not, ch e ck  to se e  th at an 
ope nssh  pack age  h as be e n 
installe d. Re m e m be r to adjust 
your fire w all se ttings 
appropriate ly. W h ile  you are  on 
th is  m ach ine  you sh ould note  
th e  ip addre ss  of th is  m ach ine  
th at is  se e n by th e  outside  
w orld. Th is  is  not ne ce ssarily th e  
addre ss  on th e  local ne tw ork . An 
e asy w ay to ch e ck  for th e  corre ct 
addre ss  is  to use  your brow se r 
and go to any inte rne t site  th at 
provide s  w h oam i info. If you are  
using an ISP th at provide s  you 
w ith  a dynam ic addre ss, you 
m ay h ave  to ch e ck  th is  re gularly 
as it can ch ange . Unfortunate ly, 
th e  adde d cost of a static 
addre ss  is  usually not attractive .

Ne xt, a ch e ck  for a VPN se rve r is  
in orde r. Th is  is  w h e re  you ne e d 
to k now  your acronym s. Th e  
softw are  to se rve  up or display 
your de sk top can be  calle d a 
VPN (Virtual Private  Ne tw ork ), 
VNC (Virtual Ne tw ork  
Com puting), or RFB (Re m ote  
Fram e  Buffe r) se rve r. Actually 
th e re  are  e ve n m ore  options 
th an th is, but th is  e xam ple  is  
going to stick  w ith  th e  re m ote  
fram e  buffe r option. Th e  RFB 

se rve r use s  th e  active  X se rve r 
display w h ich  is  typically :0. A 
VPN or VNC on th e  oth e r h and 
w ill ope n anoth e r display w h ich  
w ill be  re fe rre d to as :1 or som e  
oth e r num be r. Com m unication 
is  typically via port 59 00. But 
be fore  w e  ge t too distracte d, th e  
softw are  ch oice  h e re  is  
x0rfbse rve r. You m ay h ave  a GU I 
inte rface  to x0rfbse rve r or you 
can start it at th e  com m and line  
w ith  som e th ing lik e  
/usr/bin/x0rfbse rve r or 
/usr/bin/x0rfbse rve r :0. I 
h appe n to be  using a M andrak e  
10.0 syste m , so starting th e  RFB 
se rve r is  done  via th e  Virtual 
Ne tw ork  Conne ction GU I, 
w h ich  prom pts you for a 
passw ord for th e  se rve r. O n 
oth e r syste m s you m ay h ave  to 
use  vncpassw d at th e  com m and 
line  to se t th e  passw ord for th e  
se rve r.

Now , le t's grab th e  com pone nts 
for th e  W indow s s ide . Putty is  an 
ope n source  ssh  clie nt for 
W indow s. It can be  found at 
h ttp://w w w .ch iark .gre e ne nd.org
.uk /~ sgtath am /putty/. Th e  
late st re le ase  at th is  tim e  is  0.57. 
Th e  dow nload of inte re st is  
putty.e xe . Th is  e xe cutable  file  
can be  droppe d dire ctly on th e  
de sk top for e asy acce ss. 
Launch ing th is  program  brings 
up a sm all w indow  w h e re  you 
ne e d to add th e  ip addre ss  of th e  
m ach ine  th at is  th e  ssh  se rve r. 
Th is  is  th e  addre ss  th at w e  
note d e arlie r. Now , in th e  
cate gory se ction, go to 
Conne ction> SSH > Tunne ls. H e re  

Th e  VPN and Putty icons  on th e  
W indow 's  de s k top.

Th e  m ain Putty w indow , w h e re  you can 
s ave  num e rous  s e s s ions .

Th e  are a of Putty for e nte ring port 
forw arding inform ation.
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you e nte r in th e  port forw arding 
are a labe le d Source  Port, th e  
loopback  addre ss  127.0.0.1 and 
an unuse d port addre ss  
se parate d by a colon. I h ave  
use d 127.0.0.1:59 22. In th e  
de stination se ction you m ust 
e nte r th e  nam e  or addre ss  of th e  
m ach ine  th at is  running your 
de sk top. Th is  tim e  it is  th e  local 
ne tw ork  nam e /addre ss. To th is  
w e  add a colon and th e  port 
num be r th at th e  VPN use s. H e re  
I h ave  use d grass_stains:59 00. 
(grass stains w as m y nam e  in 
Quak e  2.) O nce  you h ave  
e nte re d th is  inform ation, 
re m e m be r to click  add. Now  you 
can go back  to th e  Se ssion are a 
and give  th is  configuration a 
nam e  and click  save . Th e  ne xt 
tim e  you launch  Putty, ch oose  
th e  nam e  of th e  se ss ion and 
click  Load. To ope n a 
conne ction be tw e e n your h om e  
se rve r and your re m ote  
m ach ine , click  ope n.

For th e  W indow s VPN clie nt, 
Tigh tVNC is  an ope n source  
solution. It is  available  at 
h ttp://w w w .tigh tvnc.com / 
dow nload.h tm l. Start w ith  just 
th e  vie w e r e xe cutable  w h ich  is  
only 155 k byte s for tigh tvnc-
1.2.9 _x86_vie w e r.z ip. From  th is  
z ippe d file , e xtract 
vncvie w e r.e xe  to th e  de sk top. 
Launch  th is  program  and in th e  
box nam e d Conne ction de tails, 
e nte r th e  loopback  addre ss  and 
th e  port num be r th at you use d 
in th e  port forw arding are a of 
Putty. Be  sure  to se parate  th e  
addre ss  and port num be r by tw o 
colons. I h ave  e nte re d 
127.0.0.1::59 22. Close  th is  app 

for now . Your e ntrie s  w ill re m ain.

So at th is  point w e  s h ould be  
re ady for a te st. W ith  ssh d and 
x0rfbse rve r running on th e  
h om e  m ach ine , w e  launch  Putty 
on th e  re m ote  W indow s 
m ach ine  w h ich  of course  h as a 
conne ction to th e  inte rne t. Load 
th e  pre viously save d se ssion and 
click  ope n. If e ve ryth ing goe s 
w e ll, th e re  s h ould be  a m e ssage  
about th e  RSA k e y of th e  se rve r 
not be ing store d in th e  Re gistry. 
W e  can ch oose  to store  th e  k e y 
or just conne ct once . At th is  
point, w e  s h ould be  prom pte d 
for a login nam e  and th e n for 
our passw ord. W ith  th e  corre ct 
e ntrie s  w e  s h ould h ave  th e  
com m and prom pt on our h om e  
m ach ine . Now  w e  m inim iz e  th e  
Putty w indow  and launch  th e  
VNCvie w e r. Click  ok ay on 
conne ction de tails and th e n 
e nte r th e  passw ord for th e  
VNCse rve r (x0rfbse rve r), and 
click  ok ay again. Th is  is  th e  
m om e nt of truth . Afte r a sh ort 
de lay w e  s h ould se e  our h om e  
de sk top. Th e  re sponse  tim e  
de pe nds on our conne ction 
spe e d and h ow  th e  ne tw ork  is  
configure d.

At th is  point w e  can use  any 
program  on our de sk top syste m  
just as th ough  it w as local, 
e xce pt th at th e re  w ill be  a fair 
am ount of lag in scre e n 
ch ange s. So, th is  is  not m e ant 
for graph ically inte nsive  
applications such  as action 
gam e s. H ow e ve r, if you w ant to 
find a pie ce  of inform ation th at 

Conne cting on a W indow s  m ach ine  for th e  
firs t tim e  to your Linux s e rve r via s s h  w ith  
th e  Putty clie nt brings  up th is  s e curity dialog.

Th e  m ain Tigh tVNC w indow . Th is  is  w h e re  
you e nte r th e  loopback  addre s s  and an 
unus e d port num be r.

Se s s ion pas s w ord is  e as y to forge t s ince  it 
is  not your login pas s w ord, but one  
s pe cifically for th e  VNC s e rve r.

Th e  s s h  conne ction is  com ple te . Us e  th e  
com m and line  to navigate  th e  s ys te m , or 
m inim iz e  th is  w indow  and s tart th e  VPN for 
a graph ical inte rface .
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you h ave  at h om e , or w rite  or re ad your h om e  e m ail, or run an application th at you only h ave  on 
your h om e  m ach ine , you are  in busine ss.

Pe rh aps now  you ne e d to copy a file  from  your h om e  m ach ine  to your re m ote  m ach ine . Ssh  is  not 
particularly m e ant to be  use d for transfe rring file s, and copy and paste  is  not going to w ork  
be tw e e n our h om e  m ach ine  and our re m ote  m ach ine , so w e  w ill ge t som e  h e lp from  th e  Putty 
Se cure  Copy clie nt, PSCP. PSCP is  use d from  th e  com m and prom pt and run from  th e  dire ctory 
w h e re  it re side s. So to copy th e  file  /h om e /te xt from  th e  se rve r grass_stains as use r allan to th e  file  
c:\ te m p\ te xt.txt, you w ould type : pscp allan@ grass_stains:/h om e /te xt c:\ te m p\ te xt.txt <e nte r> . 
Th is  action is  se parate  from  your VPN and any running Putty ssh  se ss ion, so you w ill be  prom pte d 
for your passw ord. File  transfe r w ill follow . O f course , th is  re ally isn't going to w ork . Th e  re ason is  
th at grass_stains is  not a fully q ualifie d dom ain nam e . So in orde r to ge t th e  file , grass_stains 

sh ould be  re place d by th e  inte rne t addre ss  of our se rve r th at w e  
use d be fore . Now  it w ork s.

W h e n you h ave  h ad e nough t of th is  fun, m ak e  sure  th at you type  
e xit <e nte r>  at th e  ssh  prom pt so as to e xit cle anly from  your 
Putty ssh  se ss ion.

I h ave  not said anyth ing so far about conne cting from  a Linux 
m ach ine . H e re  you alre ady sh ould h ave  th e  ssh  clie nt and you 
can use  a VPN clie nt lik e  Tigh tVNC. O r since  you h ave  an X clie nt 

available , you m ay w ant to use  th e  X forw arding capability of ssh . If X forw arding is  e nable d, 
starting an application on th e  se rve r w ill re sult in it running in a w indow  on your re m ote  m ach ine . 
Start by conne cting w ith  ssh  at th e  com m and line  and e xpe rim e nt from  th e re . In th is  e xam ple  I 
w ould conne ct by e nte ring ssh  - L 59 22:grass_stains:59 00 68.78.104.8 <e nte r>  at th e  com m and line . 
Th is  is  of th e  form  ssh  - L port:h ost:h ostport h ostnam e , or as I w ould say ssh  - L 
fak e port:ssh se rve rnam e :re alvpnport se rve raddre ss.

If you are  look ing for th is  type  of te ch nology for a busine ss  se tting w h e re  se curity is  e xtre m e ly 
im portant, I w ould sugge st look ing into som e  of th e  SSL solutions w h ich  are  conside re d to be  e ve n 
m ore  se cure  th at ssh . H ow e ve r, for pe rsonal use , th e  te ch niq ue s  th at I h ave  outline d h e re  of 
tunne ling inform ation th rough  a se cure  s h e ll conne ction can afford you a re asonable  se cure , cost 
e ffe ctive , and e asily im ple m e nte d solution. Enjoy!
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Re source s:

h ttp://w w w .uk .re se arch .att.com /arch ive /vnc/ssh vnc.h tm l -  M ak ing VNC m ore  se cure  using SSH
h ttp://w w w .uk .re se arch .att.com /arch ive /vnc/ssh w in.h tm l -  SSH - prote cte d VNC: th e  case  of th e  
W indow s clie nt and th e  Unix se rve r
h ttp://w w w .ch iark .gre e ne nd.org.uk /~ sgtath am /putty/ -  Putty
h ttp://w w w .tigh tvnc.com /dow nload.h tm l -  Tigh tVNC
h ttp://th e .e arth .li/~ sgtath am /putty/0.57/h tm ldoc/ -  Putty Use r M anual
h ttp://w w w - 128.ibm .com /de ve lope rw ork s/library/l- k e yc.h tm l -  ssh  k e y m anage m e nt
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